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IT security: Enabled g

ENHANCING

CYBERSECURITY AT BSC
GROUP WITH VIJILAN

THE CHALLENGE

BSCGroup recognized the need to enhance its

cybersecurity posture due to increasing threats and more
stringent cyber insurance requirements. Initially, they
implemented basic security measures like two-factor
authentication (2FA) and CrowdStrike Falcon. However, they
soon realized that a comprehensive Security Information and
Event Management (SIEM) solution was necessary to improve
their visibility into potential threats and ensure compliance.

SIEM SERVICES

Real-Time Monitoring

Vijilan provided continuous monitoring of
BSC Group’s IT infrastructure, ensuring
real-time detection of potential threats and
anomalies.

Alerting

The SIEM solution included customizable
alerts that provided peace of mind by
notifying the team of everyday activities like
password changes and domain additions, as
well as more signi cant security events.

Incident Response

Although BSC Group has not yet faced any
major incidents, the system is set up to
provide rapid noti cations in the event of a
compromised password or unauthorized
access.
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THE SOLUTION

Vijilan, a trustedprovider of SIEM services, partnered with BSC
Group to implement an advanced cybersecurity solution. After
attending a presentation by Vijilan at the Falcon conference and
consulting with other vendors, BSC Group chose to integrate
Vijilan’s SIEM services with CrowdStrike’s LogScale platform.

E cient Log Management

CrowdStrike LogScale was selected for its high
performance in managing and analyzing log data.
The platform’s compatibility with existing tools like
CrowdStrike Falcon was a key factor in the
decision.

Seamless Onboarding

The onboarding process was smooth, with Vijilan’s
team providing hands-on support, including
secure credential management and expert
guidance on system con guration.
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MPLEMENTATION PROCESS

The implementation was conducted with minimal disruption

to BSC Group’s operations. According to Scott Wesson, the
process was straightforward, with Vijilan’s team taking the lead
on most aspects, which was appreciated given the concurrent
IT projects the team was handling. The strong communication
and support from Vijilan were highlighted as key factors in the
successful deployment.

72/ The implementation process was
painless, and the support from Vijilan
has been outstanding. We now have
the visibility and control we need to
protect our infrastructure. I highly
recommend Vijilan to any
organization looking to enhance their
c ybersecurit y.

Scott Wesson, Manager of Information
Systems, BSC Group

LOOKING AHEAD

BSC Group is focused on consolidating their current
cybersecurity infrastructure before considering further
advancements like Next Gen SIEM. They have expressed interest
in ongoing collaboration with Vijilan, especially in exploring

new integrations, such as a potential connector for their cloud

le system, Ignite.

CONCLUSION

Vijilan’s SIEM services, combined with CrowdStrike LogScale, have successfully bolstered BSC Group’s cybersecurity posture, providing them with
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KEY BENEFITS

Enhanced Visibility The SIEM solution
provided BSC Group

with a consolidated view of their security
landscape, making it easier to monitor
activities and identify potential threats.

Improved Security Posture The iterative

changes led by Scott Wesson

and Scott Wilson, including the integration
of SIEM, have signi cantly modernized BSC
Group’s IT security framework.

Proactive Security Management

The proactive approach to cybersecurity,
initiated by BSC Group’s leadership, has
ensured that the rm remains ahead of
potential threats and in compliance with
cyber insurance requirements.

Positive User Experience

The overall experience with Vijilan was
described as professional and e cient, with
particular praise for the

support and communication during the
onboarding phase.

the tools and support needed to safeguard their IT environment. The partnership between Vijilan and BSC Group is a prime example of how
proactive cybersecurity measures can protect organizations in an increasingly complex threat landscape.




